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Q: What is Reflexil and why should | use it in JustDecompile?
A: Reflexil is an assembly editor and runs as a plug-in for JustDecompile. It is able to manipulate IL code
and save the modified assemblies to disk. Reflexil also supports C# code injection.

Q: How can | access Reflexil in JustDecompile?

A: Reflexil's functionality is accessible through the standard context menu entries and a tab pane
placed at the bottom of the JustDecompile. It can be launched via Reflexil tool menu placed as
sub menu in the Plugins menu toolbar.
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Q: What can be modified in an existing assembly using Reflexil? How can an existing assembly be

modified with Reflexil?

A: You can rename, delete or inject (class, interface, struct, enum, assembly reference, resource etc.)
entities with advanced injection techniques (injecting a property will generate proper field and
getter/setter for you). Reflexil exposes an advanced IL instruction editor for creating, updating or
deleting IL instructions with all supported operands like type, field or method references.


http://www.telerik.com/whitepapers?utm_medium=pdf&utm_source=telerik&utm_campaign=dt-asset-ungating

LS LA LI LR LA L — S rra

Rule rule = diagramItem.DataContext as Rule;

rule.setBackground{Colors.BlanchedAlmond);

t

Ll

Sebastien LEERETON's Reflexil v1.5

s ramam cemms Ly

—hdethod definition

Instructions |Wariables l Pararmeters l Exception Handlers | Sverrides | Attributes | Custorm attributes |

Operand

Edit existing instruction

=

Testz whether an object reference [type 0] iz an instance of a

particular clazs.

Fule

El
[=]

Update

SysternMfindows. bedia.Color SysternMAindows.bedia. Colorsiget_Blanched&lmond()

Systerntoid ILClassDiagram.RulenSetBackground (Systerm Mindows kedia, Color)

Offset OpCode
oo |o nop
01 |1
nz |2
5 17 OpCode
EOE:] D escription
o5 |14

_ Operand type | -» Type reference

ar 19 Operand
o8 |20
09 |21 call
1 |26 callvirt
IR T .

Q: | have modified an assembly. Why JustDecompile didn’t refresh itself with the new updates.

A: Reflexil stores all of the performed manipulations in an internal stream which is a copy of the original

assembly. This means that you have to save the assembly once you are done with all of the injections.

Then you can load it in JD. The Save option is available through the context menu Reflexil adds to

JustDecompile assembly tree.
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Q: How can |l inject C# code in an assembly?



A: Navigate to the method you would like to edit. Right-click on the IL instructions in the Reflexil tab.
Chose “replace all with code” from the context menu.
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Q: What other features does Reflexil expose?
A: Resource editor - Easily update embedded, linked or assembly linked resources.
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Assembly Deobfuscation - Babel, CliSecure, CodeVeil, CryptoObfuscator, DeepSea, Dotfuscator, Reactor,
Eazfuscator, Goliath, Skater, SmartAssembly, Spices and Xenocode !
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Attributes editor - You can easily update a method signature or change the visibility scope. Assembly,
module, type, property, field, event and resource are also supported.
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